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The Good Tech Campaign by Citizen Digital Foundation equips students and young adults with the
knowledge and information literacy skills to navigate the digital world safely, think critically, and
make informed choices online.

Kid Glove is an initiative of the Kerala Police Cyber Division with ISRA (Information Security Research
Association) with the aim of building online safety awareness among children, parents and educators.
As part of this shared mission, this resource has been carefully designed to help students across Kerala
recognise online risks, respond confidently to harmful situations, and develop the resilience to become
safe, responsible, and empowered digital citizens.

This work is licensed under CC BY 4.0

Fair Dealings Disclaimer:

The materials used in this document, titled “CDF Good Tech Booklet” have been adapted and used for
informational and educational purposes only. This transformation constitutes a ‘fair dealing’ of any
such copyrighted material as provided for in Section 52 of the Indian Copyright Act, 1957. All rights and
credits go directly to the rightful owners of the resources.

No copyrightinfringement intended.




CITIZEN DIGI

Awar ability. Action.

Citizen Digital Foundation

Citizen Digital Foundation (CDF) is a non-profit
organisation based in Trivandrum, Kerala, that
works at the intersection of technology and
society. CDF fosters safe, responsible, and
equitable technology and aims to influence
structural changes that help mitigate the harms
and maximise the promise of technology for all
Indians. CDF’s information literacy projects and
responsible tech advocacy are designed to
elevate this conversation through awareness,
accountability and action.
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CDFs Good Tech Campaign (GTC) aims to
enable children and young adults with
information literacy and critical thinking to
make the most of the internet while avoiding its
harms and pitfalls. This multi-faceted campaign
also equips parents and educators to recognise
new forms of harms, so that they can support
children to navigate online spaces safely and
responsibly.
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Kerala Police Cyberdome

Kerala Police Cyberdome is the technological
research and development centre of the Kerala
Police, established to strengthen the State’s
capacity to prevent, investigate, and respond
to emerging cyber threats while securing
critical digital assets. Cyberdome has set a
national  benchmark in  public-sector
cybersecurity and was awarded the INTERPOL
Special Award for Outstanding Leadership in
Protecting Children.
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KID GLOVE

Kid Glove is an initiative of the Kerala Police
Cyber Division with ISRA (Information Security
Research Association) aimed at building online
safety awareness among teachers, parents and
children. As part of the programme, Kerala
Police officials and counsellors are imparting
training in schools across the state on
preventive measures and age-appropriate
cyber safety practices.
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CREATE YOUR PROFILE

Public () Private

Enter Username

Top3apps

1thing you like about the internet

What do you feel like sharing today?

Q Craw. Scribble. Cood|
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Insert caption A
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Draw your DP

Status/Bio

Top 3 offline activities

1thing you dislike about the internet

3 new message req uests!

Choose an action.

Congratulations! You are the lucky
winner of an iPhone 17. Click here...

Hey. cutie. Where do you live?

This meme reminded me of you!
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JUNK TECH APPS

**tt**t

d" TikTok

Nutrition Facts

Daily Risk *
Addiction Risk Very High
Mental Health Risk _ High
Anappropriate Content High
Cyparbuliying Concem High
Eormmrarien Expors o
Privacy and Secusity Concern
Effective Parental Controds
L

Junk Tech apps make you want to spend
more time using them and distract you from

other tasks. For instance, you may find
yourself reaching for a device more often,
just because of such apps. These ‘Junk Tech’
| apps, eat away at your time, and prevent you
inopproprineComent_______on (g from completing tasks that require your

Cyperbullying Concem

Consumarism Expasure 3 undivided attention. These nutrition labels aim

Privacy and Security Concern

Effotive Parantal Controls ___ Wedium to provide clear, concise information about
various digital platforms and technologies.
Read more at TechNutrition.org.

Nutrition Facts

Nutrition Facts

g day e Rating: C-H]

Daily Risk *

Asdiction Risk High

Mental Hoallh Risk Medium

Inappropriate Content Medium
Cyperbullying Concern High

Consumerism Exposure Medium

Privacy and Security Cencern Modium

Effective Parental Controls Medium

Educational Value Medium

Nutrition Facts|

PR—— Rasing: B4

Dally Risk *

Daity Risk *

Addicsion Risk.

Adaiction Risk Wery High

Nutrition Facs

bosstsmwsgnsotyme Rating: D=
——————————

Daily Risk *
Addiction Risk High
Risk High

Mental Hesmh Rish

Bhenisl Heal Risk Wery High

Content High

Inappropriate Conbent

Insppropeiats Cantent High

Goncern Wigh

Cyperbullying Concern
Comsumerism Expasure
Privacy and Security Concern
Effective Parenial Conirois
Educational Vakos

Eyperbullying Consem High

Comurneriam Expasurs Wery High
Privacy and Seeurity Concem

Eftectins Parental Corarols Low
Edwcational ek Low
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Exposurs Medium
Privacy ana Security Concem High
Effoctive Parental Contrals  Very Low
Educational Value Very Low

Credits: TechNutrition.org.
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BEAT DIGITAL DISTRACTIONS

It may not be possible to switch off your devices completely,
but these tips might help you stay in control.

Create a distraction-free environment

Put your phone away in Turn off notifications or Use paper planners,
a drawer or another use "Do Not Disturb” physical books, and
room when you need to mode during focused handwritten notes to
focus fully. tasks or specific times. engage more actively.

Reward focused efforts

N/

Unlocks E :
nguge =
T R

Reward yourself with phone time Take breaks with walks, games,
after completing tasks or or spending time with friends as
achieving study goals. a reward for focused work.

Hold yourself accountable

Set healthy boundaries Use timers to track your Make a plan with family

with technology by tech usage and set time or friends for when

making a plan for when limits. Ask your parents or everyone needs quiet

you can use screens. friends to help by keeping time. This way, you can
you accountable. all focus together.

Credits: Nir Eyal, Education Next
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https://www.educationnext.in/posts/nir-eyals-guide-to-protecting-kids-from-distraction-in-a-digital-age
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Lcver | YOUR ONLINE
LUF |SECURITY GAME!

Passwords are like keys — make them unique and strong!

Don’t use the same password for everything, and forget about birthdays or pet
names— they’re easy to guess. Use a password generator to create complex
passwords with a mix of uppercase, lowercase, numbers, and symbols. Think of
them as your secret superhero moves — unique and powerful!

o/

Password manager - your superhero sidekick!

Juggling all those unique passwords can be tough. That's where password managers
comein, like your own personal vault. Just remember one strong password (your
master key) to unlock all the others.

Recovery options - always have a backup plan!

Link your accounts to a reliable email and phone number. If you ever forget your
password, these will be your lifesavers.

Double-check before you click — don't trust suspicious links!

Even if they seem to come from a friend, be cautious. Hackers are getting clever,
so double-check the URL before clicking. Think of it as spotting a fake costume —
ifit seems off, it probably is!

Two-Factor is your extra shield — add an extra layer of security!

Enable two-factor authentication (2FA) on your accounts. It’s like having a bodyguard
—even if someone gets your password, they’ll need a special code to break in.

| A

Email - Choose wisely, like picking your weapon!

Stick to reputable email providers like Gmail or Microsoft. Think of them as reliable
swords — they offer good security and protection.

Credits: Nikhil Pahwa, MediaNama
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YOUR ONLINE
SECURITY GAME!

.
LEVEL

UrF

media messaging, like Instagram, where things might not be as secure.

Messaging - choose your allies wisely!
Use secure messaging apps like WhatsApp or Signal for private chats. Avoid social
Remember, your messages are like secret plans — keep them safe with trusted allies!

finances. This way, if one gets compromised, the others stay safe. Think of them as
specialised tools — use the right one for the job!

Multiple email accounts - like different tools For different jobs!
Create separate email addresses for different purposes, like social media, school, and

shares and even searches can be used against you even years later. Make sure you're

Your digital footprint Follows you — watch what you leave behind!
What you do online can leave a digital footprint. Your posts, photos, comments, likes,
careful with the footprint you leave behind with your online actions.

passwords. Think of them as borrowed phones —you never know what’s been

Be wary of borrowed devices - they might have hidden traps!
Avoid using other people’s devices, as they might have malware that can steal your
installed!

Double-check URLs - don't Fall For Fake websites!

Even if a sign-in page looks familiar (like Instagram or Gmail), always double-check
the URL to make sure it’s the real deal. It’s like checking your map —make sure you're
on the right path before you proceed! Remember, online security is like being a
superhero— it takes awareness, smart choices, and the right tools. By following these
tips, you can protect your privacy and keep your online world safe!

® 0% U

Credits: Nikhil Pahwa, MediaNama

Page 07 | The Good Tech Booklet gOOdTECH
KID GLOVE @m}@@ﬁ



LEVEL

UrF

cd\smggas 606 6)6aldd
MEEH CQIOHO HRIQLIOENIO!

AQLEMUVERUD — @RBISIOEMATY BIAERMMEY ML|mIeN!

QOJd»0 @Y _ruo%da:ubces)“ QgMER e GR6LEITd ATIUNED Galoe)8s MYEHIA®ROW
@& Ud DalEIUIERD:. HOOIEIRUD @B MREBIA®ALIODD DAVIYIWI0 CGaldeiSs
GO AT AN @R EJHUd AOJdHODY AI0Q B UL DalEWIUI LI DI@| B3 d:. BOCDO
OEMUOQJe B@ BAY alADD GaloOEl AYHHNCLOENBAIWOEN ~ BQH:OOO TYHH L3

Q@AY DO BREDDENZHUD — alel GRILNEUDLS Q@AY
@ROWQWETRUDd GaldRl

AOBESS AV AW, al0Mo, MOIMICTEro DSOLIW BOMNESRIAINOR! QDI
@RQIUDITRUDELHIW (JEDMY ORI QNRIDAVEBUd DENOLBE:. OAWo BABISOD Qllg
VoA gl0eje AGISEREIT TR HA®RAIDI@L00.

"/

allenges ARIQ@d «QsEilad’ alleres «N1aDs@o

R0NEORIIGD ADBUD 6.21QMD BHORIDBUd B AIKIQED aQS(elad’ @RAIEUDH )0
orﬂasra%as e:uoc;ggdewb, €aN0B0HD WD, @mcrg@ob, ORI DU, 6)aHWQBUD, af) TN’
OAVD.9JUd BaloBjo QIHUDBUDLS BLDUGJe ATBBUDOEOTNO® DalEWIUSIE 6 EISo.
AWOBESS BOMEOERId (JAUOTOMEBEOS QS @JAFOM BAlgl BOW® aloelLnd.

N

M2QES@LIOTD DalHEEMEBOHS MYHANLD — AL gdlenm

O Ud DENOQU0

2Q88QAMOS DaldHOEMEBUD DalEWIUINENITIBEBEH. LOTMDo0 D ald:@ 6N ORSITd
AOBEOS al0ATEQAUW’ @Balad@IEHId BFQAM MVANWOMEBUD (ROTCAUWQBUD)
DENRIEW 500, I RN DalEONTHIAD MNBBUD B So QUIERAM QUATD QN
SS60NBN LB @Rald:So @) 5/ANQYH.

I N |

elE:aud ammlalddldo QM al@lGUDIUWERH: —
QoR amaﬂa&mg@@c& QAlemo.

80 HEOAVM O Gals, ROV T LAOYRIWe ERERENTC HOAWIT Galoaissql,
@RD af)©@ al@al®20W) MOATBIWoLje QlleNZo al@leUdUlsl DOt QAIROD &>
QO®QBAUIUD (BalSo BAIEEBalIORIWIEN DT BOEMEORIAD YU
D0GUGODNG WBBSE'S GG MREIIQAUOIW B@BO . GRS @A)
@PRQIGENIOUQ)e YATIERI® WEHEBRSe VVAIWIW DaldWEBSe GRHAIUIRIENT.
0D AllAUEEBRd QAIY AAERUDLS ABBSOS AVJGIRYD MVEBH L5008 AIBBRS6S
B06MEORIAD E0SaldFHUD MRYE ARV MRIANOCMOMo B> $IQo!

Credits: adleN@d aladQl, AlAUSI@Moa

S
Page 08 | The Good Tech Booklet oodﬂTEchH
KID GLOVE ﬁ



LET'S TRACK

Shade in your hours of screen time this week.

Took partina
Reels trend

Posted a mean
comment

Shared a
relatable meme

Created a fake
profile

Posted a selfie
without any
filters

‘. 6 N ‘s 6
LTIt LTI

s & Y,
W l,

L7 e S
(PR

5>
‘e W

6
fpon

How did you do? Take Sunday as a cheat day :)

BINGO

Strike out the squares for each one you’ve done

Took an online
personality quiz

Took
screenshots of
achat

Fact-checked
something
before
forwarding

Took a digital
detox day

Told ChatGPT a
secret
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Used Al to
enhance my
photo

Felt good
about the
no. of likes
on my post

Stalked
someone’s
profile to find
out something
aboutthem

Felt
uncomfortable
because of a
social media
post

Sent/received a
risky text

Played an online
game with my

friends

Got scammed
online

Googled
myself

Set my social
media accounts
to private

Followed an
influencerand
bought
something

W

KID GLOVE

Blocked
someone

Helped my
parents with
atechissue

Exited a
group

Seenzoned
someone

Used
incognito
mode
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PRIVACY V/S SECRECY

When it comes to the internet and your activities online, privacy refers to
the control you possess over the amount of personal information you share,
or allow platforms and third-parties to collect and share. You can also
choose which platforms and third-parties you share your information with.

-

<
3
Y

& Lo
What is Privacy? - . / What is Secrecy? . -

¢ Keeping things to yourself that o Hiding things that others ought

others don't NEED to know. to know.
e Personal info can CHOOSE not e Hiding info that someone else

to share — with anyone. has a stake in.
o Sharing needs your trust first. o Breaks trust by hiding it.
o Privacy is about you. e Secrecy is about other people.
o Privacy is a right e Secrecy is not a right.

Privacy sounds like... b\

Secrecy sounds like... -

"Don't tell your parents about this
chat. It's our secret."

"That's personal - I'd rather not
share my password or my
location."

Good privacy practices Dangerous secrecy
4 N f ) 4 . N '
A
@
= Ul
. Turning off ;. . Keeping secrets
Not sharing location when Hiding bullying about unsafe
your password not needed. from others messages.
\ J \ J \ J \
" 4 3 4 4 '
£ x ¢
y R .
oo
adad
Not sharing Talking to a Not talking Hiding mistakes
personal photos trusted adult about what that affect
online. JRY when unsure. ) L worries you. )L others.
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THE 6 STAGES OF GROOMING

Grooming is when someone slowly gains a child's trust so they can manipulate or exploit them. It can
be someone you know or a stranger, usually older. They may seem kind, give gifts, ask for secrets, or
make the child feel special before asking them to do things that are unsafe or uncomfortable.

Targeting_the victim

oomers are quite methodical and
observe potential targets online.
Kids who are unpopular, have family
issues, spend much time
unsupervised, lack confidence,
have disabilities, or are prior abuse
survivors are commonly targeted
through Direct Messages
on social media.

Gaining_the victim’s trust

Abusers gain their target’s trust by
using the flattery trick’ - offering
attention, sharing “secrets” and other
means to make them feel that they
have a caring relationship and
convince targets to send sexually
explicit images and confessions,
whilst simultaneously training them to
keep the relationship secret.

Fulfiling a need

Through constant chats, the
abuser seeks to fill a void in the
child’s life, offering a listening
ear. Perpetrator behaviour can
also involve persuading the
victim that the abuser alone can

]

r Maintaining_control

This one is probably the most
important as it is what allows
the abuse to persist. Abusers
use threats of harm to the
victim, loved ones, or even
themselves to keep the victim

compliant.

Abuse

At this stage, the abuse begins,
potentially involving blackmail,
sextortion and even forced criminal
activity like violence.

Victims may rationalise the abuse
as normal or desirable, taking years
or decades to realise they were
actually abuse victims, not partners

in a “special relationship". )

Isolating_the victim

Isolation: a classic abuser
technique. Abusers do this by
putting themselves between the
victim and their loved ones or
caregivers. As a result, they
may be reluctant to meet or

speak to friends or family.

—

fulfil their need.
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https://www.skillsforhealth.org.uk/article/6-stages-of-grooming-adults-and-teens-spotting-the-red-flags/
https://www.skillsforhealth.org.uk/article/6-stages-of-grooming-adults-and-teens-spotting-the-red-flags/

ARE YOU FACING BLACKMAIL?
SPOT THE RED FLAGS

Is someone blackmailing you or threatening to share your images while
demanding money, more images or meetings? This is called ‘sextortion’ when the

images or activities are sexual in nature.

Remember this isn’t your fault, and you’re not alone.

It can happen in different ways, with images you shared voluntarily, taken without
your consent or even edited and generated using Al.

PREVENT

Red flags to look out for in online interactions:

Follows, friend requests, and
messages from people you don’t
really know (even if they know
people in your friends circles).

o

Someone contacting you on one
platform and asking you to move to
a private video chat or a
messaging app

~
E© ?
Claims that seem too good to be

true (e.g. when someone says they
work for a modeling agency)
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ik

A new online contact becoming
overly friendly and quickly
pressuring you for personal
information or images.

2

Things that don’t add up (e.g. their

online profile doesn’t match them

or they're friendly one minute and
making you feel bad the next)

X,

Promises of reciprocation (e.g. /l
show you mine if you show me
yours”)

Credits: Yubo - Sextortion: 7 things you should know
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https://www.yubo.live/blog/sextortion
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https://www.yubo.live/blog/sextortion

RESPOND TO BLACKMAIL:
STOP. REPORT. BLOCK.

STOP

« Stop all contact with the person threatening
you.

. Don’t send any more images or money.

. If you've already sent money to them, try to
cancel the payment transfer.

‘ COLLECT EVIDENCE

Gather evidence of your interactions
with the person before you block them.

« Screenshots with date and time

« Name of platforms and website URLs
« Their social media username

» Their payment details

REPORT

« Tell family, friends or someone you trust.

* Report to the social media provider to take
action.

» Use the reporting mechanisms below for
support, guidance and redressal.

Take It Down
To remove private images
from the internet

Kerala Cyberdome Childline
To report any suspicious To report harm
activity online and seek help

WhatsApp: call
94979-30229 1098

visit
takeitdown.ncmec.org ‘

BLOCK

» Once the perpetrator is reported, block them
entirely.

« If the perpetrator is known, advice your friends
to block them too.

« Change your profile passwords and privacy
settings.

Credits: Yubo - Sextortion: 7 things you should know
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https://takeitdown.ncmec.org/
https://takeitdown.ncmec.org/
https://technutrition.org/
https://takeitdown.ncmec.org/
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https://kescpcr.kerala.gov.in/childline/
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Take It Down
To remove private images
from the internet
visit
takeitdown.ncmec.org ‘

Kerala Cyberdome Childline
To report any suspicious To report harm
activity online and seek help
WhatsApp: call
94979-30229 1098
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cyberbullying, trolling, harassment, or grooming. Many young people stay silent or blame themselves —

DEALING WITH ONLINE ABUSE

Online abuse is any behaviour online that hurts, scares, tricks, or exploits someone. It can include

but online abuse is never the victim's fault, and help is available.

This might leave you feeling...

something wrong —
ever though you didn’t.

(\

x \V’T‘”\
~ \ '/\W;}‘L
ASHAMED
Feeling like you did

SCARED

Myths vs. reality

Worried about how
parents or teachers
might react, or about
getting in trouble.

content online so often

“4 NG
NUMB CONFUSED

Seeing inappropriate

that you accept and

normalise it. works.

{ 4
"I'll get in trouble if | tell someone." "Telling on someone is snitching."
Truth: Reporting something upsetting won't get Truth: Reporting isn't about getting someone in
you in trouble. Trusted adults are there to help trouble, it's about protecting yourself and others
and keep you safe. from harm.

. .

{ 4
"It’s my fault for being online / clicking it." "Everyone deals with it, so it’s just normal."
Truth: It's never your fault if someone tricks, Truth: Just because something is common doesn't
manipulates, or harms you online. Your actions make it okay. Everyone deserves to feel safe and
online does not justify abuse. respected online.

. .

What helps

{ 4
Talk about it Be a good friend
Find your safe person - a parent, teacher, If someone shares a problem with you, listen
counsellor, sibling, or another trusted adult can without judging. Believe them and help them
help. You don't have to handle it alone. reach a trusted adult.

. \.

4 4
Learn your tools Lead by example
Find out how and when to report, flag, and Be kind online. Don't share hurtful content or join
block on each platform you use. Knowing your in bullying. Small actions help make the internet
options helps you stay safe. safer for everyone.

\. .
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Not sure if it “counts”,
what the rule is, or
how reporting even
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HELPLINE & REPORTING DIRECTORY

Who

What

How

Cybercrime reporting -
India

National helpline to report online
fraud, cyberbullying, grooming or
any other cybercrime.

Helpline: 1930 (9 am—6 pm)

Childline India

24x7 free helpline for children in
distress. Connects to local child
protection services.

Helpline: 1098 (24/7)

Kerala’s 24x7 mental health tele-

Disha helpline. Free counselling for Helpline: 1056
emotional distress and well-being.
Covt of India initiative offering free,

TeleMANAS 24/7 mental health support through | Helpline: 14416 or1-800 8914416
phone-based services
A Kerala-based NGO working to Emall.s: help@bodhini.in
educate and spread awareness Website:

Bodhini regarding safety, online https://www.bodhini.in/contact/
and offlllipe. They [l)lrovide Anonymous questions:
counsefling as wetl. https://www.bodhini.in/gst

o WhatsApp:94979-30229

Kerala Cyberdome A portal to report any suspicious Email:

activity online. )
cyberdome.pol@kerala.gov.in
The citizen service portal of Kerala .

Thuna Police to file online complaints, Helpline: 94979-00567
access Police services, and track the | Website: thuna.keralapolice.gov.in
status of submitted service requests.

A free service by US NCMEC that
helps you remove online nude, Website:
Takeit Down partially nude, or sexually explicit

photos and videos taken before you
were18.

https://takeitdown.ncmec.org
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https://cybercrime.gov.in/
https://cybercrime.gov.in/
https://www.bodhini.in/contact/
https://www.bodhini.in/qst
https://takeitdown.ncmec.org/

Help these children reach the safe zone
while escaping digital dangers.
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Website: wwuw.citizendigitalfoundation.org
Email: hello@citizendigitalfoundation.org

Phone: +91-81389-51979



https://citizendigitalfoundation.org/
https://www.facebook.com/Citizendigitalfoundation/
https://www.instagram.com/citizen_digital/?u
https://www.linkedin.com/company/citizendigital/?viewAsMember=true
https://www.youtube.com/channel/UCpjjJ5-TN0i2idpWk6V5ItA
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